[Tpunoxenne Ne 5 k nucbMy
MHUHOOpa3zoBaHus PocToBckoi obmacTu
oT Ne

NHOOPMAILIMOHHAA [TAMATKA
JUIA OBYUAIOIINXCA AJIA PASMEILEHUA
HA O®OUIMAJIBHBIX UHTEPHET-PECYPCAX

C xKaxapIM TOJOM MOJIOACKM B HHTEPHETE CTAHOBUTHCSA Oouble, a
IIKOJIBHUKM OJIHA M3 CaMbIX AaKTHBHBIX IHoOJb30Barenied PyHera. Mexnay Ttem,
IOMHMMO OTPOMHOIO KOJMYECTBAa BO3MOXXHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
Ora namsTKa J0JKHA IOMOYb TeOe 0€30IacHO HaXOAUThCS B CETH.

KomrmbroTepHble BUPYCHI

KoMIIbIOTEpHBIN BUPYC - 3TO Pa3HOBHJIHOCTH KOMIBIOTEPHBIX IPOrPAMM,
OTJIMYUTEIBHONU 0COOEHHOCTBIO KOTOPOM SIBISIETCS] CIOCOOHOCTh K Pa3MHOKEHUIO.
B nononHeHne k 3TOMy, BUPYCBHI MOTYT NTOBPEAUTH WIIN IOJHOCTBIO YHUYTOKUTH
BCe (pailyibl M JaHHBIE, IOJKOHTPOJIBHBIE TI0JIb30BATEIN0, OT UMEHH KOTOPOTO ObLiIa
3alyIIeHa 3apa)K€HHasl IMpOorpaMMa, a TAKKE MOBPEIWUTh WM AK€ YHHUYTOKHUTH
ONEPALMOHHYI0 CUCTEMY CO BceMHM (hailylaMu B 1eJIoM. B OOJIbIIMHCTBE CilyyaeB
PacIpOCTPaHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

Metozap! 3aUThI OT BPEIOHOCHBIX POrPAMM:

1. Hcnone3yii COBPEMEHHBIE OIIEPALlMOHHBIE CHCTEMBI, HMEIOIIHE
CEPBE3HBIN YPOBEHb 3aLUTHI OT BPEIOHOCHBIX IIPOrPaMM;

2. llocrossHHO ycTaHaBiauBail mnadytu (UMQPOBBIE 3aIUIaTKH, KOTOpHIE
ABTOMAaTUYECKH YCTAaHABJIMBAIOTCS C LIEJbI0 JAOPaOOTKHM HpPOrpaMMbl) U Jpyrue
OOHOBJIEHHUA CBOEH omnepalMoHHOM cuctembl. C(CkauMBail HMX TOJBKO C
opunmaneHoro  caira paspaborunka OC. Ecim cymecTtByer — pexum
aBTOMAaTUYECKOTO OOHOBJIEHUS, BKIIFOUH €T0;

3. PaGoraii Ha cBOeM KOMMbBIOTEpE TMOJ IMpaBaMH TMOJb30BATENA, a HE
aJIMUHUCTPATOpa. ODTO HE TMO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTpaMM
WHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHBIE IIPOTPAMMHBIE IPOAYKTHI HM3BECTHBIX
MIPOU3BOJUTENEH, C aBTOMATHUECKUM OOHOBJICHHEM 0a3;

5. Orpanunup GpU3NUECKUN JOCTYN K KOMIBIOTEPY /ISl HIOCTOPOHHUX JIULL;

6. Ucnonp3yli BHEIIHUE HOCUTEIN MH(POpPMALUU, TAKUE Kak (Uielka, JUCK
wid (haiia U3 UHTEPHETA, TOJBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBali KOMITbIOTEpHBbIE (hailiibl, MOJYyYEHHBIE U3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpBIE MpUcan TBOK 3HAKOMBIH. Jlyule yTounu
y HETO, OTIIPABJISUI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He BuJ niepenaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH[,
mapka. Eme B 1991 rony Huaepnanjackas KOMIIAHUSI 3aperMCTpuUpoBasia OpeHn
«WECA», uto o6o3nauanmo cnoBocoueranue «Wireless Fidelity», xotopsrit
NIEPEBOJUTCS KaK «OECIPOBOIHAS TOUHOCTD.



Jlo Hailero BpeMeHH JIoIuIa apyrasi abbpeBuarypa, KoTopas sSBISI€TCS TaKOu
ke TexHojoruen. Jto abbpeBmatypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHAapT BbICIHIeW 3BykoBoM TexHuku Hi-Fi, uro B mepeBoje
03HA4YaeT «BBICOKAS] TOUHOCTH.

Jla, OecraTHBIM UHTEPHET-I0CTYN B Kade, OTesIX U adporopTax sSBISETCS
OTJIMYHOW BO3MO>XHOCTBIO BBIXOJA B MHTEpHET. HO MHOrMe 3KCHnepThl CUUTAIOT,
yto obenoctynubie Wi-Fi cetu He SBIISIOTCS 6€30TTaCHBIMH.

CoBeTsl 10 0€30MaCHOCTH PabOTHI B 00IIEIOCTYIHBIX ceTax Wi-fi:

1. He nepenasaii cBoto TuuHyt0 HHpopMaIuio uepes obimenoctynubie Wi-Fi
cetu. PaboTas B HUX, )KeNaTeIbHO HE BBOAUTH MAPOJIM JOCTYMA, JOTUHBI U KaKHUe-
TO HOMEpA;

2. Ucnonw3yit 1 OOHOBIISII aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem
caMbIM ThI 00€30IacuIIb ce0s1 OT 3aKauKH BHUpPYyCa Ha TBOE YCTPOICTBO;

3. Ilpu wucnonb3oBanun Wi-Fi otkmroun ¢yHkuuio «OOmmi goctyn K
daiinam u mpuHTepam». [laHHas (QYHKIUS 3aKphiTa MO YMOJYAHHUIO, OJHAKO
HEKOTOPbIE MOJIb30BATEIN aKTUBUPYIOT €€ ISl yI00CTBA MCIIOJIb30BaHUS B paboTe
WM y4eoe;

4. He wucnons3yit nyonuunsii WI-FI nns nmepenaum JUYHBIX JTaHHBIX,
HaIpuMep, JUIsl BBIX0/1a B COLIMAIIBHBIE CETH WM B JJIEKTPOHHYIO MOYTY;

5. Ucnonb3y# TOJIBKO 3amuiieHHoe coequaenue uepe3 HTTPS, a ue HTTP,
T.€. pu Habope BeO-aapeca BBoaM UMEHHO «https://»;

6. B mobunsHOM Tenmedone orkmoun Qynkumioo "llogkmouenne k' Wi-Fi
apTomatnuecku'". He nomyckali aBTOMAaTMYECKOrO MOJKIIOUYEHUS YCTPOWCTBA K
cerssM Wi-Fi 6e3 TBoero cornacus.

CoumanbsHbie CETH

ConuanbHble CETH aKTUBHO BXOST B HAIIly KU3Hb, MHOTHE JIIOJU PaboOTatoT
U KUBYT TaM MOCTOSIHHO, a B Facebook y»e 3aperucTprupoBaH MUJLTUAP]T YEITOBEK,
YTO ABJISIETCA OAHOM CEIbMOI BCEX JKUTENEH MIaHeThl. MHOTME MOJIb30BATENN HE
MOHUMAIOT, YTO WH(pOpMAIMs, pa3MEIIeHHass UMU B COIIMAJIbHBIX CETSIX, MOXKET
ObITh HalJleHa W MCIOJIb30BaHa KEM YTOJHO, B TOM YHUCJIE HE 0053aTE€NbHO C
OJIaruMU HaMEpPEHUSIMU.

OCHOBHBIE COBETHI IO O€30MACHOCTH B COIIUAIBHBIX CETSIX:

I. Orpanuub cnucok napy3e. Y TeOss B Apy3bsX HE JOJDKHO OBITh
CIIy4YalHbBIX U HE3HAKOMBIX JIHOJICH;

2. 3ammMinaid CBOIO YacTHYK »Ku3Hb. He ykasblBail mapoiu, TenedoHsl,
ajapeca, JaTy TBOEro pOXIACHHUS H  JIPYryl0 JUYHYIO  HH(POPMALMIO.
3JI0yMBIIIUICHHUKH MOTYT UCIIOJIL30BaTh Jaxe HHPOPMAITUIO O TOM, KaK Thl U TBOU
POAUTENH TUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuinai CBOr penyTalulo - IEPKHU €€ B UUCTOTE U 3a7aBail cebe BOmpoc:
xoTen Obl Thl, YTOOBI JPYrH€ IMOJIb30BATENM BHUAEIH, YTO Thl 3arpykaelib?
[Togymaii, mpesxJie 4eM 4TO-TO OMyOJIMKOBATh, HAITMCATh U 3arPY3UTh;

4. Ecnu Thl TOBOPULIB C JIFOAbMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJb3YH CBOE
peanbHOE UMS U JIPYTYIO JUYHYI0 MH(OpMAIUU: UMs, MECTO >KUTEIIbCTBA, MECTO
y4eObl U poyee;



5. N3berait pazmemenus pororpaduii B iuTepHere, rae Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPOU MOKHO OIIPEACIIUTH TBOE MECTOIIOIOKECHUE;

6. Ilpu peructpauuu B COLMAIBHOM CETH HEOOXOAMMO HCIOJIb30BaTh
CJIOKHBIE NTAPOJIH, COCTOSIIUE U3 OYKB M IIUPP U C KOJIMYECTBOM 3HAKOB HE MEHEE
8,

7. Jns  counuaibHOM CETH, TOYTHl W JPYTrUX CaWTOB HEOOXOAUMO
UCIOJIb30BaTh pa3Hble maposu. Torjaa eciu Teds B3JIOMAIOT, TO 3JI0yMbIIUIEHHUKN
IOJIy4aT JOCTYI TOJIBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DIIEKTPOHHBIE ICHBIU

DNEeKTPOHHBIE JIEHbIM - 3TO OYEHb YAOOHBIA CHOCOO IUIATEKEW, OJHAKO
CYILIECTBYIOT MOLUIEHHUKH, KOTOPbIE€ XOTAT MOJIYYUTh 3TH JIEHbI .

DIIEKTPOHHBIE IEHBIM MOSIBUINCH COBCEM HETABHO U UMEHHO M3-3a 3TOT'O BO
MHOT'MX FOCyAapCTBax J0 CHX ITOP HE MPOIMKCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKIHOHUPYIOT U O HUX y>K€ IIPOIUCAHO B 3aKOHE, I'1ie
UX Pa3leNsioT Ha HECKOJIBKO BHUJIOB - AaHOHMMHBIE U HE aHOHMMHBIE. Pa3Huna B
TOM, YTO aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepaluu 6e3
UJeHTU(UKAIIIY TT0JI30BATENS, @ B HCAHOHUMHBIX UJICHTU(UKAIUS TOJIh30BATENS
SBIISIETCS 0053aTEIbHOM.

Taxke cnenyer pasnuuaTh 3JEKTPOHHBIE (UATHBIE JIEHbI'M (paBHbI
TrOCy/IapCTBEHHBIM BajlOTaM) M D3JCKTPOHHBIE He(HUaTHBIE EHBIH (HE pPaBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€30MacHOM paboTe ¢ ANEKTPOHHBIMU JICHBIAMU:

1. IlpuBspku K cdery MOOWIBHBIM TenedoH. DTO camblii yIOOHBIM U
OBICTpPBI crmoco0 BOCCTAaHOBHTH JOCTYHn K cueTy. [lpuBssansbiii Tenedon
TIOMOJKET, €CIM 3a0yJAellb CBOW IUIATEKHBIM Tapoih WIM 3alJenih Ha CalT ¢
HE3HAKOMOT'0 YCTPOWCTBA,

2. Hcnonb3yil oaHopasoBble maposid. llocime mepexoma Ha yCUIIEHHYIO
aBTOpHU3alMi0 TeOe yxe He OyJeT yrpokaTh ONacHOCTh KPaKW WJIM IepexBara
IUIATEKHOTO MTApOJIs;

3. BeiOepu cnoxublii naponb. IIpectynHukam Oyaer HE MPOCTO yrajaaTh
CJIOKHBIN naposb. HanexHple napoau - 3T0 Mapoiiv, KOTOPBIE COAEPKAT HE MEHEE
8 3HAKOB M BKIIOYAIOT B CE€OSl CTPOYHBIE M NPONUCHBIE OYKBBI, LUPPHI H
HECKOJIbKO CHMBOJIOB, TaKWe KaK 3HAaK Jojuiapa, GyHTa, BOCKIMIATENbHBIN 3HAK U
T.11. Harmpumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAalTax, KOTOPBIM HE JI0BEPSCIIIb.

DIIEKTPOHHAS MTOYTa

DJIEKTPOHHAS IOYTa - 3TO TEXHOJOTHS U MPEIOCTABIIEMBIE €10 YCIYTH I10
MIEPECHUIKE U TOTYYCHHIO IEKTPOHHBIX COOOIMICHN, KOTOPHIE PacCIpeeNIIIOTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBIA TMOYTOBBIA SIIUK BBITJISIAT
CJIEIYIOINUM 00pa3oM: UMS_TIONb30BaTeNA(@uUMs_AoMeHa. Taxke Kpome nepeaadn
IPOCTOr0 TEKCTa, UMEETCA BO3MOXKHOCTh MepeaBaTh (ailibl.

OcHOBHBIE COBETHI IO 0€30IacCHOM pabOTe C IIECKTPOHHON MOYTOM:

1. Hago BbIOpaTh mNpaBWIbHBIA MOYTOBBIM cepBUC. B uHTEpHETE €cTh
OTPOMHBIH BBIOOP OECIIATHBIX MTOUYTOBBIX CEPBUCOB, OJJHAKO JIyUlIE T0OBEPSTH TEM,
KOI'O 3HaeIllb U KTO IIEPBbII B PEUTHHIE;



2. He yka3biBail B TWYHOM nouTe JU4HYI0 nHbopmaruto. Hanpumep, myurie
BBIOpATh «MY3bIKaJIbHBIN (haHat@» unu «pok2013» BmecTo «Temal3»;

3. Hcnonp3yid ABYX3TANHYK aBTOPU3ALMIO. JTO KOrJa MOMHUMO Iapos
HY>KHO BBOJUTH KO/I, TpUChUIaEMbI 0 SMS;

4. BriOepu CIIOKHBIN Maposib. JJist KaXka0ro MOYTOBOIO AIIKKA JIOJKEH OBIThH
CBOM HAJCKHBIW, YCTOWUMBBIN K B3JIOMY apOJib;

5. Ecmu ectp BO3MOXHOCTH Hamucarb CaMOMY CBOM JIMYHBIM BOIIPOC,
WCIIOJIB3YH 3Ty BO3MOXKHOCTb;

6. Hcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [lepBeIi Mg 4acTHOU
IIEPEINCKU C apecaTamMy, KOTOPBIM Thl JOBEPSEHIb. JTO AIEKTPOHHBIM aapec He
Ha/I0 UCTOJIh30BaTh MPU PETUCTPAlUU Ha (popyMax u caiTax;

7. He oTkpeiBail (aiiiibl U Apyrve BIOXKEHUS B MHUCbMaX, JaXXe €CIU OHH
MPUIILTA OT TBOWX Apy3eul. Jlydiie yTouHM y HUX, OTIPABIISIIN JIU OHU TeOe ITH
(bhaiibr;

8. Ilocne okoHuyaHusi paOOThl HA IMOYTOBOM CEPBUCE MEpPENl 3aKPHITUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaxKaTh Ha «BBIATHY.

KubepOymiuHr uitu BUPTyalibHOE U3/I€BATEIHLCTBO

KubepOymnuHr -  mpeciieqoBaHHME  COOOIICHUSIMH,  COJIEpIKAIUMHU
ockopOJieHus, arpeccuro, 3aIyTUBaHUE; XYJIUTAHCTBO; COIIMAIbHOE
OOMKOTHPOBAHUE C MOMOUIBIO PA3TUYHBIX HUHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 60pHOE ¢ KHOEPOYIITMHTOM:

1. He 6pocaticsa B 60it. JIyummii crioco0: mOCOBETOBATLCS KaK Ce0sl BECTH H,
€clii HeT TOro, K KOMY MOKHO OOpaTHThCS, TO BHadalle YCIOKOWTHCS. Ecimu Thl
HAYHEIIb OTBEYaTh OCKOPOJCHHUSIMH Ha OCKOPOJIGHHS, TO TOJBKO eIe OOoJbIle
Pa3oXxoKenb KOH(DIUKT;

2. Yupasnsiii cBoelt kubeppernyTraiuei;

3. AHoHuMHOCTh B ceth MHUMas. CyllecTBYIOT CIOCOOBI BBISICHUTBH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIHTaHCKUW oOpa3 BUPTyaJIbHOW KU3HU. MIHTEepHET
dbuKcupyeT BCe TBOM JIEUCTBHS W COXpaHSIeT UX. YJaIUTh WX Oyner KpaiiHe
3aTPYIHUTEIIBHO;

5. CoOmro1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. Urhopupyit enuHuuHbli HeratuB. OJHOpa30BbIE OCKOPOUTEIBHbBIC
coolmieHusi Jydiie UWrHopupoBaTh. OOBIMHO arpeccusi MpeKpamiaeTcs Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMU COOOIICHUSMHU, B
COLIMATIBHBIX CETSIX €CThb BO3MOXKHOCTH OJOKHPOBKM OTHPAaBKH COOOIIEHUH C
ONIPEIEIICHHBIX aIPECOB;

8. Eciu Tb1 cBUneTens kubepOymmuura. TBou MEeHCTBUS: BBICTYNIUTH MPOTHB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLICHHBAKOTCS HETaTUBHO,
NOJJIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTUYECKAs MOMOIIb, COOOIIUTH
B3POCJIBIM O (haKTE€ arpeCCUBHOTO TTOBEACHUS B CETH.

MoOunbHBIN TenehoH

CoBpeMeHHbIe cMapT(OHBI U TJIAHIIETHI COIEPkKAT B ce0e BIIOJIHE B3POCIBIiA
GbyHKIMOHAT, W TeNepb OHU MOTYT KOHKYpPUpPOBaTh CO CTaIl[MOHAPHBIMU



KoMIibtoTepamu. OHAKO, CPEACTB 3AIUTHI 1JIs TTOI00OHBIX YCTPOUCTB MOKA OYEHb
Mano. TecTHpoBaHME W TIOUCK YSI3BUMOCTEM B HHUX IMPOUCXOJHUT HE Tak
MHTEHCUBHO, Kak 1751 [1K, To jxe camoe kacaeTcst 1 MOOMIIbHBIX TIPUIIOKEHHI.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl yXKe MPaKTUYECKH JOTHAIH
HACTOJIbHBIE aHAJOTH, OJIHAKO pacHIMpeHue (QyHKIMOHAlla BIEYET 3a COOOM
OOJIBIIYIO CIIO)KHOCTh Y MEHBIITYIO 3aIUIIEHHOCTD.

Jlaneko He BCe MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIIHE
KPUTHYECKHUE YSI3BUMOCTH JIJIsi CBOUX YCTPOUCTB.

OCHOBHBIEC COBETHI I 0€30MTaCHOCTH MOOMIBLHOTO TesreoHa:

Huuero He sBiseTcst mo-HacTosmeMy OecriiaTHBIM. Bysib OCTOpOXEH, BEb
Korja Tebe mpeaiararoT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO TUTATHBIC YCIYTH;

Hymaii, npexe yeM otnpaBuTb SMS, Goto unm Buaeo. Thl TOUHO 3HACIIIb,
r7ie OHU OYIyT B KOHEYHOM UTOTE?

Heo6xoa1mo 0OHOBIIATH ONEPAIMOHHYIO CHCTEMY TBOEro cMapThOHa;

Hcnonb3yit aHTUBUPYCHBIE TTPOTPAMMBI JUIsI MOOMJIBHBIX TEIE(OHOB;

He 3arpyxaii nmpuiaokeHusi OT HEU3BECTHOIO MCTOYHHKA, BEIb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIICUEHHUE;

[Tocne Toro kak Thl BBIMAEIIL C CalfTa, T/I€ BBOAWI JUYHYIO UH(POPMAIIHIO,
3aiiIn B HACTPOWKHM Opay3epa u ynamu cookies;

[Tepuoauyecku npoBepsid, Kakue MIaTHBIE YCIYyTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBoii HOMEp MOOMIBHOTO TelepOHa TOJBKO JIOJSM, KOTOPBIX ThI
3HaElIb U KOMY JOBEpPSEIIb;

Bluetooth momken ObITH BBIKIIOYEH, KOTJa Thl UM HE Moib3yemibcs. He
3a0bIBail MHOT 1A TIPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE  OHJAWH-UTPBI - 3TO  KpPAacoOuyHbIEC, 3aXBaTHIBAIOLIUE
pasBiieueHus, OOBEIUHSIONINE COTHH THICSY YEJIOBEK MO Bcemy Mupy. Urpoku
UCCJIENYIOT JTaHHBIH UM MHp, OOIIAIOTCS JIPYT C JPYrOM, BBITIOJHSIOT 3aJaHUs,
CpaXkaroTCsl C MOHCTPAMHM M TMOJY4YarOT OMNbBIT. 3a YAOBOJIBCTBUE OHU IJIATAT:
MOKYTIAIOT JTUCK, OTJIAYUBAIOT a0OHEMEHT WJIA MTPHOOPETAIOT KaKHE-TO OIIIUH.

Bce 3T cpencTBa uayT Ha MOAJIEpKAHUE U PA3BUTHUE UTPHI, a TAKXKE HA CaMy
0€30MacHOCTb: COBEPIICHCTBYIOTCSI CHCTEMbl aBTOPU3AIMH, BBIITYCKAIOTCSI HOBBIE
naT4u (uQpoBbIe 3aIIaTKA ISl IPOTPaMM), 3aKPBIBAOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHbIX Wrpax CTOUT OINAcaThCsi HE CTOJIBKO CBOMX CONEPHUKOB,
CKOJIBKO Kpa)KM TBOEro IapoJisg, Ha KOTOPOM OCHOBaHAa CUCTEMa aBTOPHU3aLUU
OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI IO O€30MMaCHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnmm npyroit urpok BeaeT ceds TUIOXO WM cOo3/1aeT Tebe HEeMPUSTHOCTH,
3a0JIOKUPYH €Tr0 B CIIUCKE UTPOKOB;

2. Ioxkanylicst aIMAUHHCTPATOPaM UI'PHI Ha MJI0XOE MOBEACHUE ITOTO UTPOKA,
YKEJATEIbHO MPUWIOKUTh KAKHE-TO I0KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaiil muunyto uHdopmMaIuio B mpodaiiie urphi;

4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;



5. He ycranaBnuBaii HeopuIuaibHbIe TATYH U MO/IbI;

6. Mcrionb3yil CIIOXKHBIE U Pa3HbIE IAPOJIH;

7. Jaxe BO BpeMs UI'Pbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [Ioka ThI urpaems,
TBOW KOMITBIOTEP MOT'YT 3apa3uTh.

QOUILMHT UM KPaXka JIMYHBIX JTaHHBIX

OOBbIYHOM Kpakel JeHET U JOKYMEHTOB CETO/IHS YK€ HUKOTO HE yAHBHILb,
HO C pPa3BUTHEM HHTEPHET-TEXHOJOTUM 3J0YMBIIUICHHUKN IE€PEMECTHIINCH B
UHTEPHET, U MPOJIOJIKAIOT 3aHUMATHCS «ITHOOUMBIMY JIETOM.

Tak mnosBuIach HOBas yYrpo3a: MHTEPHET-MOIIEHHUYECTBA WA (DUIIUHT,
IJIaBHAas LEJb KOTOPOrO COCTOMT B TMOJYYEHHH KOH(QUICHUMATbHBIX JaHHBIX
MOJTb30BaTENEH - TOTUHOB W mapojeil. Ha anrmuiickom si3pike phishing unraercs
kak umunr (ot fishing - peiOHas n0BsA, password - mapos).

OcCHOBHBIE COBETHI 110 OOpHOE C PUIITUHTOM:

1. Cnenu 3a cBOMM aKkayHTOM. Eciii Thl MOJO3peBacilb, YTO TBOSI AHKETA
Obula  B3JIOMaHa, TO HeoOXoauMO  3a0JOKMpOBaTh €€ U COOOLIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOYKHO CKOPEE;

2. Vcnionb3yii Oe3omacHble BeO-CaliThl, B TOM YHCII€, HHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Hcnone3y#l cioxHble M pa3Hble maposud. Takum oOpasom, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBINUIEHHUKHA MOJYy4YaT JOCTYI TOJBKO K OJHOMY TBOEMY
po( IO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3nOManu, TO HEOOXOAMMO NPEAYNpPEAUTh BCEX CBOMX
3HAKOMBIX, KOTOPBIE JT00aBJICHbI Y TeOS B IPY3bsiX, O TOM, YTO TeOs B3IOMAJH H,
BO3MOXKHO, OT TBOETO UMEHH OYET pacChlIaThCs CIIaM M CCHUIKM Ha (DUIITMHTOBBIC
CalTBhI;

5. YcranoBu HaaexHbid napois (PIN) Ha MoOOMIIbHBIN Tene(oH;

6. OTKII0YM COXpaHEHHUE Mapois B Opay3epe;

7. He oTkpwiBail ¢aiiibpl U Apyrue BIOXKEHUS B MUCbMaX, JaKe €CIU OHU
OPUIUIM OT TBOMX Jpy3eil. Jlydille yTo4HM y HHUX, OTIPABISUIM JIM OHU TeOE 3TU
(baibl.

[udposas penyranus

[udposas pemyranus - 3TO HEraTUBHAs WIM MO3UTHUBHAsA WH(QOpMaUus B
cetn o tebe. Kommpomerupyromas wHbopMaius, pa3MelIeHHas B HWHTEPHETE,
MOJKET CEephe3HBIM 00pa30oM OTPa3uThCS Ha TBOeH peanbHOU xu3HU. «Lludposas
penyTanus - 3T0 TBOM UMUK, KOTOPBIA (OpMHUpYETCS U3 HHPOPMALIUKA O TEOE B
UHTEPHETE.

TBoe MecTO KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE MOJOKEHHE,
0COOCHHOCTH XapakTepa U pacckasbl 0 OIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue noApOCTKH JIETKOMBICIEHHO OTHOCSTCA K MNyOJMKAalUu JIMYHOMN
uHpopMmaiuu B MHTepHETE, HE MOHUMAasi BO3MOKHBIX mocieacTBuil. Tol gaxke He
CMOJKellb JI0OrajaThCsi O TOM, 4TO ¢ororpadus, pasMellleHHas 5 JeT Ha3ajl, cTajia
NPUYMHON OTKa3a NPUHATH TEOsI HAa padoTy.

KommenTapuu, pasmenienue tBoux (otorpaduii u 1pyrue IeHCTBUS MOTYT
HE MCYE3HYTh JAX€ II0CJE€ TOro, Kak Thl MX yJdanullb. bl HE 3HAEIIb, KTO
COXpaHMJ 3Ty HHpOpMAIMIO, MONaja JU OHa B IIOMCKOBBIE CHUCTEMBI U



COXpaHMUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAarT O TeOe OKpYKarollue JIIOJH,
KOTOpBIE HAWAYT U yBUAAT 3T0. Haiitu nHdopManno MHOrO JIET CIYCTS CMOKET
Ar000H - Kak U3 10OpBIX NOOYKJIEHUH, TaK U ¢ HAMEPEHUEM NIPUUUHUTD BPEJ. ITO
MOJKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(PPOBOM PEyTALNH:

1. [loxymaii, npexie 4em 4yTo-To MyOJUKOBATh U IepeaBaTh y ceOs B Oyore
WIM B COLIMAJIHOM CETH;

2. B Hactpoiikax nmpo@uiisi yCTaHOBH OTPaHUYEHUS Ha MPOCMOTP TBOETO
npoUIIs ¥ €ro CONEPKUMOTO, CIIETal €ro TOIBKO «UISI IPY3€iD»;

3. He pa3memaii u He yka3bpiBail HHPOPMAIIHIO, KOTOPAsi MOXKET KOTO-THO0
OCKOPOJIATH WK OOMKATh.

ABTOpCKOE TIPaBo

CoBpeMEHHbIE IIKOJBbHUKH - AaKTUBHBIE MOJb30BATENM  LU(PPOBOTO
npoctpaHcTBa. OQHAaKO JajleKko HE BCE 3HAIOT, YTO II0Jb30BAHME MHOTMMU
BO3MOXKHOCTSIMM ~ LIMPpoBOro  mupa TpeOyer  coOMIOJeHUs MpaB  Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTEIEKTyadbHasi COOCTBEHHOCTHY» OTHOCHUTCS K Ppa3IU4HBIM
TBOPEHHUSIM YEJIOBEUECKOI0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HaYaIOIINUX COOCTBEHHOCTh HA MPOAYKTHI M YCIYTH, U 3aKaHUMBas KHUTAMHU,
dororpadusaMu, KHHOPUIBEMaMU U MY3bIKAJIbHBIMH ITPOU3BEACHUSMH.

ABTOpCKHE TIpaBa - 3TO NpaBa Ha MHTEIUIEKTYaJbHYIO COOCTBEHHOCTH HA
IIPOU3BEJCHUS HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKHE IpaBa BHICTYMAIOT B
KayeCTBE TapaHTUU TOTO, YTO WHTEIUICKTYyalbHBII/TBOPUECKUN TPYyJ aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeJIUBblE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ylbTaTax CBOETO TpyAa, MOJYyYUTh W3BECTHOCTh W Mpu3HaHue. Huxrto 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCHPOM3BOAMTH €ro  IPOU3BEICHUE,
pacipoCTpaHsATh, MyOJIUYHO JEMOHCTPUPOBATh, IpOJaBaTh, HMIOPTHUPOBATH,
ycKaTb B IPOKAaT, MyOJIMYHO HCIONHSTH, [MOKa3bIBATh/UCIONHATE B 3(Upe WIH
pasmerars B MIHTEpHETE.

Hcnonp30BaHne «HOUPATCKOIO» MPOrPaMMHOTO  OOECIIEYEHHS] MOXKET
IPUBECTM K MHOTMM pHCKaMm: OT IIOTEPH JAHHBIX K TBOMM aKKayHTaM J0
OJIOKMPOBKU TBOETO YCTPOICTBA, IJie YCTAHOBJICHA HeJeTalbHas mporpamma. He
CTOUT TakXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIIbHBIE W OECIUTATHBIC MPOTPaMMBbI,
KOTOPBIE MOKHO HAlTH B CETH.

O noprane

CeteBUUOK.p( - TBOM TJIABHBIN COBETUMK B CETH. 37€Ch Thl MOXKEIIh Y3HATh
0 0€30MacHOCTH B CETU MOHSATHBIM M JOCTYIHBIM SI3BIKOM, @ TIPH BOSHUKHOBEHUU
KPUTUYECKON CHUTyallud OOpaTHTBCS 3a COBETOM. A TakKe MPUHATH ydacTHE B
KOHKYpCax M CTaTh CAaMbIM ITU(PPOBBIM IpasKIaHUHOM !



